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1. Policy Statement

1.1. Broadacres Housing Association Limited (referred to as Broadacres, we, us or our) is fully committed to complying with the requirements of applicable data protection legislation (as amended or replaced from time to time, the Data Protection Act 2018, the Data Use and Access Act 2025 and the UK General Data Protection Regulation (the UK GDPR) (together the Data Protection Legislation) and the Human Rights Act 1998.

1.2. Closed Circuit Television (CCTV) is a powerful tool to enhance community and colleague safety, whilst supporting the protection of corporate assets. The operation of CCTV should be controlled to avoid the potential of misuse and ensure minimal impact on privacy. The Information Commissioner’s Office (ICO) CCTV Code of Practice provides a framework for the operation of CCTV. We support this Code of Practice, which is applied throughout this CCTV Policy. 

1.3. Any reference in this document to ‘CCTV System,’ ‘CCTV’ or ‘System’ applies equally to our core CCTV System (which predominantly operates outside our buildings), to the supplementary CCTV system (of cameras within our buildings) and dashcams used in our corporate fleet. Where controls over dashcams differ to that of a CCTV system, this is made clear in the policy. The cameras constituting our core CCTV System are not routinely monitored; some exceptions may apply where identified. The majority of systems are viewed only as required where security concerns are raised and/or where there are reports of an incident.
2. [bookmark: _Toc89702662]Who does this policy apply to?

2.1. This Policy applies to, and must be complied with by, all employees (whether temporary or permanent), workers, contractors, agents, representatives and other third parties (referred to collectively as ‘colleagues’) acting for or on behalf of Broadacres. 

2.2. This Policy does not form part of any member of colleague’s contract of employment, and it may be amended at any time. Any breach of this Policy will be taken seriously and will be dealt with under our formal disciplinary procedure and in serious cases may be treated as gross misconduct leading to summary dismissal or (in the context of self-employed workers, contractors, or agents) as a potential contractual breach. Serious breaches could also result in personal criminal liability under the Data Protection Legislation.

3. [bookmark: _Toc89702663]Who is responsible for CCTV systems in operation?

Responsibilities for data protection reside with all areas of the business, from the Group board to colleagues. Details of the responsibilities in relation to the CCTV Policy and CCTV systems in place, are detailed below:
Board: 
· Overall responsibility for ensuring compliance with this Policy and relevant legislation.

Director Manager Team (DMT):
· Ensuring compliance with this Policy and with relevant legislation.
· Ensuring that colleagues within their directorates have completed relevant training on data and privacy matters (essential training on GDPR) and CCTV training as relevant.
· Ensuring the Head of ICT and Data Protection Officer are consulted on plans to implement CCTV systems/making changes to existing systems, utilising the advice provided by these colleagues as appropriate.
Head of ICT:
· Reviewing and updating the Policy annually, with advice and support from the Data Protection Officer, to ensure it meets legal obligations and reflects best practice.
· Provision of technical advice to ensure compliance with the Policy and relevant legislation.
· In consultation with the system users and other relevant individuals, investigate and propose alterations, additions, or amendments to the system.
· Commissioning and decommissioning CCTV systems.
· Ensure that all faults relating to the system and any associated equipment forming part of the CCTV system are reported, and that systems are adequately maintained and updated. 
· Ensure the systems are adequately maintained. 
· Facilitate viewing requests, including making arrangements to copy footage for potential viewings once approved by the Data Protection Officer. 
· Ensure destruction of images, in accordance with protocols.
· Owner of CCTV system at Broadacres House.
· Manage the CCTV budget.
Head of People and Culture: 
· Owner of the corporate fleet dashcams 
· Ensure security of the dashcams and footage.
· Ensure the dashcams are adequately maintained. 
· Making arrangements to copy footage for potential viewings/footage downloads once approved by the DPO. 
· Ensure destruction of images, in accordance with protocols.
Data Protection Officer (DPO):
· Provision of advice and guidance to ensure compliance with the Policy and relevant legislation.
· Provision of colleague training on data and privacy matters, including CCTV systems.
· Ensuring periodic reviews of compliance with the Policy are undertaken.
· Ensuring the Data Protection Impact Assessments (DPIAs) are periodically reviewed by CCTV and dashcam system owners.
CCTV system owners /Dashcam system owner:
· Completion, and annual review, of DPIAs.
· Resolution of actions identified in the DPIAs in a timely manner.
· Regularly refresh their knowledge of the contents of the Policy.
· Consulting the Head of ICT and DPO on plans to implement systems/changes to existing system utilising the advice provided by these colleagues as appropriate.
· For CCTV systems only – engage Finance team to ensure impacts on service charges are considered, and required consultations are undertaken with residents ahead of any installations or changes.
All approved CCTV installations shall have a defined owner. Specific CCTV systems owners are as follows:
· Housing and Support Services – Head of Customer Experience
· Broadacres House – Head of ICT
· Broadacres stocks held at Jewsons – Head of Property Services 
· Dashcams – Head of People and Culture 

Schemes - on-site point of contacts:
In exceptional circumstances where emergency access is required to the footage (for example the Police request to view footage to ensure the health and safety of a resident), Scheme Managers are authorised to grant such access to view the footage onsite. In the event footage needs to be downloaded, this must be undertaken in accordance with Section 9. 
All colleagues: 
It is the responsibility of those colleagues using CCTV, or requesting the installation of a system, to ensure that they understand the content of this Policy, and to seek guidance where any doubt exists. It is expected that all colleagues will refer to and comply with this Policy during the course of their duties. The policy is available to view on Broadcast. 
Only those colleagues authorised in accordance with Section 9 are permitted to view CCTV footage, and only the ICT team (or Facilities’ colleagues for dashcams) are permitted to download footage from the systems. Authorised users of CCTV systems are required to complete CCTV training.

4. [bookmark: _Toc89702664]Objectives of the CCTV systems

4.1. This Policy aims to ensure that CCTV systems on our premises or vehicles are operated to enhance safety, and the sense of safety; and thereby assists in encouraging use of our facilities, through the following subsidiary objectives:

· To assist in deterring crime and assist in the detection of criminal offences;
· To assist in the detection of criminal offences, anti-social behaviour incidents and to provide evidential material for court proceedings;
· Reducing the fear of crime and anti-social behaviour for customers/colleagues
· Improving the safety and security of residents and visitors.
· To assist in the investigation of health and safety incidents (colleague, customer and third parties) and the review of health and safety management. 
· To support HR-related matters or investigations such as disciplinary processes and grievance investigations.

4.2. CCTV may also be used to assist in the effective resolution of disputes, to assist in the defence of civil litigation where appropriate and to handle insurance disputes and manage insurance premiums (fleet).

4.3. This Policy aims to ensure that these systems are used transparently, proportionately, and compliantly to achieve the objectives identified above. The system, and its footage, shall not be used for any other purpose other than those set out in Section 4.1.  

4.4. On occasions, transportable or mobile cameras connected to our CCTV system may be temporarily sited within our boundaries. The use of such cameras, and the data produced, will align with the objectives of our CCTV system, and will be governed by this policy. 
5. [bookmark: _Toc89702665]Human Rights

5.1. We recognise that operation of the CCTV system may be considered an infringement on privacy under the Human Rights Act 1998. We also recognise our obligation to provide a safe environment for colleagues, customers, and visitors; and regard the use of CCTV within Broadacres as a necessary, proportionate, and suitable tool. 

5.2. The CCTV system will only be used as a proportionate response to identified problems and may only be used insofar as is necessary to achieve the objectives in Section 4.1. 

5.3. Our CCTV system shall be operated with respect for all individuals, recognising the right to be free from inhuman or degrading treatment and avoiding discrimination on any ground such as sex, race, colour, language, religion, political or other opinion, national or social origin, company with a national minority, property, birth, or other status.

6. [bookmark: _Toc89702666]UK General Data Protection Regulation (UK GDPR)

6.1. The operation of the system has been registered with the Information Commissioner’s Office in accordance with current UK General Data Protection Regulation (UK GDPR).

6.2. All personal data will be processed in accordance with the Principles of UK GDPR and Broadacres’ Data Protection Policy.
7. [bookmark: _Toc89702667]Core Obligations

7.1. Any new or substantial extension of the use of CCTV or camera-based surveillance systems will be subject to a Data Protection Impact Assessment (DPIA), considering the necessity and proportionality of its use. Refer to the DPIA policy. For more detail on commissioning of CCTV systems, see section 8. 

7.2. Siting and coverage of surveillance cameras will be kept under review, at least annually, to ensure the system is effective while minimising intrusion and impact on privacy of colleagues, customers, and visitors through the annual review of the DPIAs). In terms of dashcams, it is Facilities’ role to ensure these are working correctly as part of routine vehicle checks.

7.3. All colleagues with direct access to the system will be familiar with the requirements of this policy and understand their obligations in relation to CCTV.

7.4. The CCTV system will only be used for overt surveillance (where cameras are obvious and would reasonably be expected to be in situ). Appropriate and visible signage will be placed in all locations using CCTV, including at the main entrance points, and at relevant intervals thereafter, to include:


· A warning that CCTV is in operation
· The name of the data controller (i.e. the organisation) 
· The purpose of the CCTV installation and lawful basis of the data processing
· How to execute rights of data subjects
· Contact details of the data protection lead
· Telephone number and website address

7.5. Colleagues are made aware of the use of forward-facing dashcams for the corporate fleet as part of their induction, and signage is present on each vehicle to advise others.

7.6. Cameras will only be used to monitor communal areas and will not be set up to record private areas. The situation of cameras should ensure that viewing does not intrude into neighbouring domestic areas that border our properties as far as is practicable. In terms of dashcams, the cameras are forward facing and only record when the vehicle engine is running. 

7.7. Audio recordings will only be captured where it is deemed essential to support the purposes of the system in operation. This determination must be made and approved as part of the DPIA process.




8. [bookmark: _Toc89702668]Commissioning and Decommissioning a CCTV Installation

8.1. Competitive tenders will be sought where necessary in accordance with the Broadacres’ Procurement Policy Manual.

8.2. Installations shall not be commissioned or installed unless a DPIA has been completed and approved in accordance with this Policy.

8.3. All system installations shall be subject to a commissioning process which ensures the installation is undertaken in accordance with the DPIA. This may include:

· Checking that the installation is executed as detailed in the DPIA or that a variation to the DPIA has been approved.
· Checking and verifying that the access controls defined in the DPIA are in place and are effective.
· Verifying that the data retention policy is set up correctly.
· Ensuring appropriate signage is erected as detailed in the DPIA. 
· A Data Processing Agreement is required with CCTV system providers where relevant to the nature and type of the system. 

8.4. When CCTV systems are no longer needed, they shall be subject to a decommissioning procedure that includes:

· Removal of equipment
· Destruction of images
· Removal of signage
9. [bookmark: _Toc89702669]System Security

9.1. The Head of ICT shall ensure that all CCTV images are adequately protected from accidental or unlawful destruction, loss, or alteration, unauthorised disclosure of, or access to personal data transmitted, stored, or otherwise processed through the implementation of technical and organisational controls and measures.

9.2. The systems used to collect, transmit, store, and otherwise process CCTV footage are subject to the same high standards of IT security which run throughout the entirety of the organisation, including access controls, user authentication, anti-virus and malware software, penetration testing etc.  Where possible, tamper proof cases or anti-tamper locking will used for the fleet’s dashcams.

9.3. Our CCTV systems are able to record images in real-time and replay images. Wherever possible encrypted cloud-based CCTV systems will be utilised.

9.4. Only designated ICT Team members are authorised to maintain and operate the CCTV system, and download footage to fulfil requests in Sections 12, 13 and 14. These colleagues are required to undertake their responsibilities strictly in accordance with this Policy, and are required to operate the CCTV system fairly, within the law, and only for the objectives identified in Section 4.1.  In terms of dashcams, only the facilities team or ICT are authorised to maintain the system or view and download the footage.

9.5. CCTV images will only be viewed in a controlled, secure environment; only authorised viewers are permitted to view the footage. 

Authorised CCTV viewers must be approved by the DPO, Head of ICT or Governance and Risk Business Partner (G&R BP). In granting this approval, the approver should consider the reasons for needing to review the footage and whether this aligns with the reason the system is to be/has been installed. A log of users is maintained by the DPO.   
10. [bookmark: _Toc89702670]System Maintenance

10.1. To ensure compliance with the Information Commissioner’s Code of Practice, and to ensure that images recorded continue to be of appropriate evidential quality, the system shall be maintained in accordance with the requirements of the procedural manual under a maintenance agreement. Faults will be reported and escalated via the ICT Service Desk. 

10.2. The maintenance agreement will make provision for:

· regular service checks on the equipment, including cleaning of any all-weather domes or housings, checks on the functioning of the equipment and any minor adjustments that need to be made to the equipment to maintain picture quality.
· regular overhaul of all the equipment and budgeted replacement of equipment which is reaching the end of its serviceable life.
· “emergency” attendance by a specialist CCTV engineer on site to rectify any loss or severe degradation of image or camera control. 

10.3. The maintenance agreement will define the maximum periods of time permitted for attendance by the engineer and for rectification of the problem, depending upon the severity of the event and the operational requirements of the system.

10.4. In terms of dashcams, it is the responsibility of the Facilities team to ensure the cameras are working effectively as part of routine vehicle checks performed.

11. [bookmark: _Toc89702671]Management of Recorded Material

11.1. For the purposes of this Policy, “recorded material” means any material recorded by, or as a result of, the technical equipment which forms part of the system, but specifically includes images recorded digitally, or by other means. Every recording obtained using the system has the potential of containing material that may be admitted as evidence in a court of law at some point during its life span.

11.2. It is of the utmost importance that, irrespective of the format of the images obtained from the system, recorded material is treated strictly in accordance with this Policy from initial recording to date of destruction. All movement and usage of material must be recorded in the ICT Service Desk.

11.3. Access to, and the use of, recorded material must be strictly in pursuance of the purposes defined in section 4.1 of this CCTV Policy.

11.4. Recorded material may not be copied, sold, or otherwise released or used for commercial purposes, personal use, or for the provision of entertainment.

11.5. All material recorded by the system will be retained for no more than 31 days before being overwritten. In terms of dashcams, footage is held on the memory card in the vehicle for up to a maximum of three months before being overwritten. Dashcam footage may be overridden sooner once the dashcam storage is full. Recordings may only be retained beyond this period in the following circumstances:

· Where evidential material exists, which is likely to be required by the Police. (This should be kept for duplication and subsequent production in court.) This may be kept for a maximum of 6 months.

· Where material is required following a Subject Access Request submitted within 14 days of the incident. This may be kept for a maximum of 3 months.

· Where the evidence is required under a court order. This may be kept in accordance with instructions in the order.

11.6. In these circumstances, the material will be copied to a secure network location.

11.7. The deletion of stored images must be recorded as part of the ICT Service Desk request. All methods of deletion must be approved by the ICT Service Desk.

11.8. Images from every camera (aside dashcams) will be recorded continuously throughout a 24-hour period. 

11.9. All recorded images will be identified by camera number, date and time recorded. 

12. [bookmark: _Toc89702672]Data Subject Access Rights 

12.1. Colleagues, customers and members of the community and public who believe their image has been captured by the system have the right to view relevant footage at a time convenient to themselves and to Broadacres. To this end, an individual, and/or their legal representative, may request a viewing or a copy of the footage under UK GDPR by contacting the DPO at dataprotection@broadacres.org.uk, by telephoning 01609 767900 or by writing to:

Data Protection Officer
Broadacres Housing Association
Broadacres House
Mount View
Standard Way
NORTHALLERTON
North Yorkshire
DL6 2YD

12.2. Any person making a request must be able to prove their identity and provide sufficient information to enable the data to be located.

12.3. Designated colleagues in the ICT Team are authorised to view CCTV images in order to process a Subject Access Request. Designated colleagues in Facilities are authorised to view the fleet’s dashcam footage where an incident has occurred.

12.4. If a request can only be complied with by identifying another individual, or several individuals, arrangements must be made to safeguard the rights of that individual or individuals, such as obtaining permission from that individual or individuals. Editing and scrambling shall be used to protect these third parties. The organisation may also ask the data subject to specify reasonable timeframes to help with information searches.

12.5. Where the DPO authorises a viewing of a CCTV image by the individual whose personal data is recorded on the image, that individual may be accompanied during the viewing by a friend or by a representative.

12.6. Authorised viewings of personal data will normally take place in Broadacres’ head office.
13. [bookmark: _Toc89702673]Disclosure of CCTV footage – Crime 

13.1. The DPO, Head of ICT or G&R BP may authorise release of personal data to members of the police service, or other law enforcement agencies in accordance with Schedule 2, Part 1(2) of DPA 2018. The requesting form must be countersigned by an Inspector or Sergeant. 

13.2. In assessing each request for disclosure, the data protection lead shall consider:
· The purpose of the request, aim of the requestor and proposed use of the requested footage;
· The organisation’s lawful grounds for disclosure;
· The rights of individuals which may favour non-disclosure; and
· The necessity of the disclosure to further the requestors’ purpose.

13.3. Exemptions to the disclosure of information requirement provide that personal data processed for the purposes of

· the prevention or detection of crime or;
· the apprehension or prosecution of offenders.

are exempt from the non-disclosure provisions in any particular case, “to the extent to which the application of those provisions would be likely to prejudice any of those purposes.” Each application will be assessed on its own merits and ‘blanket exemptions’ will not be applied. 

13.4. We will never post images online or disclose them to the media Law enforcement agencies may disclose images to the media, in an effort to identify alleged offenders, or potential witnesses.

14. [bookmark: _Toc89702674]Release of CCTV footage – Internal disciplinary/HR matter

14.1. A Manager who is investigating a serious complaint, grievance, or disciplinary allegation, under a formal process, must seek authorisation from the Head of ICT, DPO, or G&R BP for release of the personal data contained in an image through the ICT Service Desk, in accordance with the objectives stated in Section 4 of this Policy. 
 
14.2. The People Team investigating a vehicle incident (e.g collision) in the Broadacres car park (involving fleet or personal vehicles) must seek approval from the Head of ICT or DPO or G&R BP for release of the personal data contained in an image through the ICT Service Desk, in accordance with the objectives stated in Section 4 of this Policy.  

14.3. The Facilities team has access to the fleet dashcam footage where relevant. The release of such dashcam footage to the Police falls under the process set out in Section 13. 

14.4. Access may be granted, where either:

· that there is prima facie evidence of an allegation which exists independently of the image, and prior to the request for authorisation or that the allegation relates to criminal activity or
· that both parties have agreed that it would be beneficial for the investigating Manager  to view the image, or 
· that one (or more) party has already viewed the image (having submitted an application to view on the grounds of being recorded in the image).

14.5. In the absence of the DPO, Head of ICT or G&R BP, a member of DMT may authorise access or release of footage.

14.6. Any release of personal data authorised under this Section 14 shall be notified with full details to the DPO.

15. [bookmark: _Toc89702675]Record of Disclosures

15.1. A record of all disclosures or releases of CCTV footage made under any of the preceding sections will be maintained through the ICT Service Desk.
16. [bookmark: _Toc89702676]Complaints

16.1. Any member of colleagues or the general public wishing to register a complaint with regard to any aspect of the system, and / or data protection may do so by contacting the DPO in the first instance. 

16.2. Should the matter remain unresolved, a formal complaint may be submitted through Broadacres’ formal complaints process. The issue will be investigated under Broadacres’ Complaint Procedure.
17. [bookmark: _Toc89702677]Copyright

17.1. Broadacres retains ownership of copyright and of all material recorded by the CCTV and dashcam systems.
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